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ABSTRACT

Many digital signals possess statistical properties that
can be exploited to increase the amount of usable informa-
tion either stored with them in a fixed file size or trans-
mitted with them over a fixed capacity channel. In this
paper, we develop a new technique for embedding digital
information into such signals. Using the method of types as
a tool to analyze the statistical nature of digital signals, we
implement a novel scheme which is capable of embedding
significantly greater amounts of information than has been
possible with traditional steganographic approaches. We
are able to achieve these increased rates by not requiring
the data to be either hidden or decoded error free. As an
example, in wideband speech processing trials using ITU
G.722 at 48, 56, and 64 kbps, we are able to embed up to
800 bits/second of additional information with practically
no impact on the decoded speech signal. This additional
bandwidth can be used for various low data rate applica-
tions such as control channel information, text transfer, or
security and watermarking.

1. INTRODUCTION

Over the last decade, and concurrent with the growth
of the Internet, digital media has sprung to the forefront
of consumer interest. Already offering several distinct ad-
vantages over its analog counterpart, digital media has pre-
sented itself more recently as a candidate for yet another
new technology, data-embedding. Data-embedding, as its
name implies, suggests that digital information (i.e. data,
text, audio, or video) can be inserted into the content of
another digital signal (i.e. data, text, audio, or video).

To date, there are numerous applications for data-
embedding. One of the most important applications is
copyright protection of digital information. In the busi-
ness sector, there is growing interest in a reliable, trans-
parent mechanism to identify ownership and distribution
channels for particular digital data sequences. In addition,
many distributors of digital content are also looking for
a cost effective solution for the transport of various con-
trol, reference, and descriptive signals which in turn can be
used to differentiate as well as track access to their prod-
ucts and services. Many believe that data-embedding is
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the answer to these proposed problems. One application,
which is synonymous with data-embedding, is the commu-
nication of secondary data sources through so-called covert
channels. In this scenario, data-embedding algorithms are
used to securely hide relatively small amounts of potentially
encrypted (i.e. secret) information within a host digital sig-
nal. In this paper, we relax the transparency and secrecy
constraints in the data-embedding problem for the purpose
of simply increasing channel throughput. By approaching
the problem in this manner, we hope to embed significantly
greater amounts of information into digital signals.

The goal of this paper is to present a new technique for
embedding information into digital signals. For the pur-
pose of implementation, we use the I'TU wideband speech
codec, G.722 [1], at various bitrates to demonstrate our
algorithm’s performance and compare its embedding ca-
pacity. It is important to note, that though we simulate
our algorithm using a speech codec, this new methodology
is capable of embedding information into many types of
digital signals and is not restricted to digitally compressed
audio. In the sections that follow, we begin with brief de-
scriptions of state-of-the-art techniques for embedding in-
formation into digital audio signals. We focus on digital
audio data-embedding techniques in this paper simply for
the sake of comparison. We follow these descriptions with
background information regarding universal receiver design
[2] via the method of types [3]. By re-examining some prin-
ciple theories of universal receivers, we establish the mathe-
matical groundwork for our data-embedding approach. We
conclude this paper with an examination of our latest re-
search efforts on data-embedding.

2. PREVIOUS WORK

In this section, we discuss some of the previous work
done in audio data-embedding. As motivation for our so-
lution, we present only the background information that is
necessary to substantiate the novelty of our approach to
embedding information within digital signals.

2.1. Audio Data-Embedding

Most of the published work in the area of data-embedding
has concentrated on image and video applications. Un-
fortunately, a majority of the published work on audio
data-embedding must be ascertained from patent literature.



This often makes it difficult to keep up with the state-of-
the-art in audio data-embedding schemes. In this section,
we summarize some of the available audio data-embedding
literature and comment on it.

One of the first data-embedding techniques used was
least significant bit replacement [4, 5]. Such techniques lead
to problems as the precision of the host signal decreases to-
ward 1 bit/sample. Other techniques have been devised
based on a phase coding approach [6]. In these algorithms,
the phase of the Fourier transform coefficients of a frame
of the host signal is altered in a meaningful way. Echo
coding has also been proposed for audio data-embedding
[6]. In this method, multiple decaying echoes are placed in
the spectrum of the host signal such that by using cepstral
analysis, one can locate and decode the nature of the em-
bedded symbol. Many spread-spectrum approaches have
also been proposed for audio data-embedding applications
[6]-[11]. Some authors propose embedding information as
spread-spectrum (i.e. “colored”) noise. Several other meth-
ods [12, 13] use spectral component replacement to embed
data transparently into digital audio signals. Even simpler
techniques have been attempted where one modifies sig-
nal peaks within a segment of host audio in order to force
the signal to fall within embedded data-specified quantiza-
tion ranges [14]. In this way, the embedded information
is surmised by observing trends in the quantization pat-
terns of the host signal. Many of these techniques are al-
ready present in commercial products. The common factor
among most of these techniques, is that they are limited in
their ability to achieve significant embedded throughput.
Common techniques achieve embedded bitrates of 8-50 bps
with corresponding error rates in the embedded bitstream
between 1072 and 1072 [6]-[14].

2.2. Data-Embedding: One Viewpoint

The underlying principles of our new data-embedding
scheme lie in work based on universal receiver and classi-
fier design. Similar to the wireless communications prob-
lem, embedding data into digital signals can be thought of
as transmitting information over a communication channel
which is corrupted by strong interference and channel ef-
fects. Such a model for the case of a binary communication
system is given as,

Hy: so+n(t),
H1 : S1 +7](t),

Symbol 0 Transmitted (1)
Symbol 1 Transmitted.

In this model, a data symbol is hypothesized (i.e. H;)
to be transmitted from one of two sources. The binary
data symbol to be transmitted, s,, corresponds to the data
symbol that is to be embedded into the host signal, n(t).
The strong interference is representative of the host signal.
Channel effects correspond to any pre- or post-processing
done to the combined signal (i.e. s, + 7(t)).

Our idea is to apply universal classification techniques
toward embedded bit detection using an M-ary hypothesis
testing procedure. We note that the statistical properties
of the host signal vary significantly from frame-to-frame
and thus in order to achieve reliable detection of embedded

content, we must have a detector which is robust to the
changing characteristics of both the host and embedded
signals. By using the method of types and an information
theoretic distance measure, we look for the minimum dis-
tance between observed, empirical data distributions and
distributions based on training data sequences of sufficient
length. In our algorithm, the minimum distance between
the empirical distribution of the test data sequence and that
of the M empirical distributions derived from the training
data sequences indicate the presence of one particular type
of embedded symbol.

In this approach, some observed empirical distributions
of host signal frames can be quite different from any empir-
ical distribution derived by observing the host signal over
a long period of time. This could lead to a false detection
of embedded symbols at the decoder. If this happens, it
is sometimes possible to adapt the embedding scheme to
counteract such events. At other times, it is impossible to
alter the content of a segment in a way that can be sur-
mised by the decoder and produce the correct embedded
symbol at the decoder without affecting the original con-
tent of the data frame. In these cases, our algorithm suffers
embedded bit detection errors. In any event, the decoder is
intelligent enough to adapt to the changing characteristics
of both the host and embedded signals while working with
only limited knowledge (i.e. with knowledge of only the
combined signal, s, +7(t)). Using this algorithm, the prob-
ability of getting an unworkable frame of data decreases as
the framesize of the data segment increases. Consequently,
as the size of the data frame increases, the rate at which
data can be embedded into the host signal decreases. Thus,
there is a tradeoff that must be balanced in order to achieve
the desired data-embedding goal (i.e. maximized embedded
throughput with minimal error probability).

With the general principles of our data-embedding ap-
proach stated, we now reference relevant background in-
formation and examine the mathematical building blocks
of our new solution for embedding information into digital
audio signals.

2.3. Type-Based Detection

We transform the data-embedding problem into a signal
classification problem that can be cast as a M-ary hypoth-
esis testing problem in which each hypothesis represents a
different random source from which it is assumed any one
embedded symbol is derived. In this research, we note that
our channel model (i.e. n(t)) is rarely ever stationary and
thus it varies with time depending on the characteristics of
the host signal. Thus, there is an inherent need to use an
adaptive detector to extract the embedded information. If
we could somehow parameterize the channel model, then
we could use the General Likelihood Ratio Test to detect
the embedded content. Unfortunately, such a solution pro-
duces mediocre results at best [15].

How can we solve the problem of robust detection of
the embedded content? It has been shown that under gen-
eral circumstances, type-based detectors have asymptotic
performance measures comparable to those of the clairvoy-



ant detector [16, 17]. The type characterizing the vari-
ous hypotheses can be estimated from only the sample (i.e.
observed) data. Because the optimal clairvoyant detector
depends only on the true probability distributions, it is ap-
parent that empirical histograms (i.e. types) must be cal-
culated from training data and compared to the empirical
histogram of the observed test data in order to differentiate
between hypotheses. When faced with classifying observed
data frames based on the training data types, optimal per-
formance is not guaranteed by merely calculating the em-
pirical likelihood ratio [16]. Rather, it has been shown that
better performance can be obtained by concatenating the
training data for each hypothesis with the observed test
data [15]. In this way, one can assess how different the
type derived from these longer sequences are from the types
of (a) the training data and (b) the observation, by uti-
lizing the Kullback-Leibler distance measure. The rather
surprising form of the hypothesis test leads to an exponen-
tial increase in the probability of detection with increased
numbers of observations (i.e. samples of test data). More-
over, with the definition of a rejection region, the decay
rate can be controlled by the user. Furthermore, it has
been shown that no detector based solely on the test and
training data sequences has a larger asymptotic rejection
probability decay rate for the same exponential error decay
rate [17]. This result implies that with increasing numbers
of test data samples, we are less likely not to be able to
differentiate the type (i.e. empirical histogram) of the ob-
served test data frame from any one of the M types derived
from the training data.

Consider the following M-ary hypothesis testing prob-
lem:

Hi : X"~ P Source 1
Hs : X"~ Py Source 2
(2)
Hy - X" ~ Py Source M
Hpri1 @ Rejection Region

where the test vector X™ is of length n. We assume that
under hypothesis H;, the test vector, X™, is generated by
a source with probability measure P; (unknown to the de-
tector). In addition, due to the absence of an accurate
statistical model for the M sources, we assume that there
exist training vectors T}V, i = 1,2,...M of length N from
each of the M possible data sources. Therefore, the classifi-
cation between source types is made on the basis of the test
vector, X", and the training vectors, T}V, i =1,2,...M.

We now expand on the mathematical quantities used
to differentiate the correct source density from those which
lead to false detections of embedded data symbols. It has
been shown that the asymptotically optimal Generalized
Likelihood Ratio Test (GLRT) for determining if a finite
alphabet test sequence, X™, arose from the same source as
a finite alphabet training sequence, T}V, is:

) ) — 1 SUpPQ,,Q. Ql(Xn)QQ(ZN)
hi(X,T;) = E1og{ supg QX" TN) ., (3

where Q1, @2, and @ denote source densities [18].

From an intuitive point of view, one can see that if the
data sequences X" and T}V arise from the same source,
then h; will converge to zero in the limit. Alternatively, if
the data originated from different sources, then h; will con-
verge to some constant greater than zero which will allow
for discrimination between the proposed M hypotheses. It
was originally shown by Gutman [17] that this test offers
asymptotically optimal performance over a very wide range
of source statistics.

Unfortunately, due to the requirement of the supremum
calculations in 3, the detector is not practical to implement.
However, through the use of the method of types, the log-
likelihood ratio is reduced to

hz(Xaﬂ7)\) = dKL(QX"aQ(X",TiN)) (4)
N
+ szL(Q(TiN)a Qxn.My) — A

The quantities Q(TiN), Qxn, and Q(Xn)TiN) represent the
types of the data vectors, TV, X" and the concatenated
vectors (X™, TIV). These types represent the empirical (his-
togram) estimates of the joint statistics of the data vectors.
The distance metric is the functional dgr,, the well known
divergence or relative entropy between the probability mass
functions in its argument. A is a positive constant chosen
to satisfy some design criterion (i.e. rejection region). In
addition to the above, we offer an alternative interpretation
for h;(X,T;, \) in terms of the entropies of the types,

N
hi(X,Ti, \) = :nH(Q(X",TiN)) — H(Qxn)
N
7EH(QTI.N) —A (5)

The above expression for the discriminant function in terms
of the entropies is computationally preferable for on-line
processing as the entropies of the training sequences can be
pre-computed. Note that the joint type of X™ and T}V in
terms of the marginals is defined as

nQXn + NQTiN

n+ N (6)

Q(Xn,TgV )
With only a few general assumptions, the type based
detector has been shown to have asymptotic performance
measures comparable to those of the clairvoyant detector
[15]. In addition, in [2], the behavior of the type-based de-
tector relative to the amount of training data used has been
explicitly shown. These demonstrations provide evidence
that the type-based detector can in fact achieve globally
optimum performance even with limited amounts of train-
ing data. These results are particularly applicable to the
experiments conducted in this research.

3. CURRENT RESEARCH

In the following, we describe the fundamentals of our
new data-embedding technique. A block diagram of our
embedding codec pair is presented in Fig. 1. To begin,
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Fig. 1: Block diagrams for data-embedding encoder and
decoder pair. Double lines are representative of dual bit-
streams (i.e. LB: lower band, UB: upper band).
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we examine the data-embedding encoder. In the encoder,
Fig. 1 (a), a wideband speech signal (i.e. 16 kHz sampling,
256 kbps) acts as the input to the ITU G.722 module. The
G.722 module compresses the digital input signal using one
of three modes of operation (i.e. 48, 56, or 64 kbps output).
Histograms for the lower band G.722 codewords from each
of the three modes of operation can be seen in Fig. 2 (a,c,e).
A histogram for the upper band G.722 codewords from all
G.722 modes of operation can be seen in Fig. 3 (a). Follow-
ing the compression stage, the data-embedding procedure
begins. The compressed G.722 codewords are framed and
mapped in a pre-defined manner. The mapping function
is particular to the preceding compression scheme and is
necessary in order to take full advantage of type-based de-
tection at the decoder. In this case, the mapping function
counters the folded binary coding scheme of G.722. The
mapping is 1:1 and thus it is completely reversible. In Fig.
2 (b,d,f), histograms of the mapped G.722 lower band code-
words are presented. Fig. 3 (b) shows a histogram of the
mapped G.722 upper band codewords. We see that the
resulting mapped histograms appear more natural in their
structure.

After mapping, it is necessary to determine how many
bits can be embedded into the lower band and upper band
frames independently. This decision is made in the preci-
sion module. The number of bits embedded in each data
frame changes on a frame-by-frame basis. This adaptation
is done to counteract adverse statistical properties present
in some data frames. It is important to note that the en-
coder and decoder must come to the same conclusion re-
garding the bit precision of the embedded symbols. Only
that information available to the decoder is permitted in
formulating the number of bits embedded in a frame of
data.

To adaptively determine the precision of the embedded
symbol, we use a minimum entropy approach. The encoder
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Fig. 2: Original and mapped G.722 lower band codewords
for 48, 56, and 64 kbps modes. Note that G.722 uses folded
binary codewords (i.e. [a], [c], and [e]). The histograms, [a]-
[f], are a product of 60 G.722 compressed wideband speech
signals (30 Male, 30 Female) taken from the TIMIT speech
corpus. The mapped codeword histograms in [b], [d], and
[f] are representative of the base master types of the lower
band signals for each of G.722’s three modes of operation.
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Fig. 3: Original and mapped G.722 upper band codewords
for 48, 56, and 64 kbps modes. Note that G.722 uses folded
binary codewords (i.e. [a]). The histogram in [b] is also
representative of the base master type of the upper band
signals for each of G.722’s three modes of operation.

forms a minimum entropy type from the current data frame.
The minimum entropy type is constructed in the following
manner. The original test type is modulated to all possible
bin locations and made symmetric. Each time the entropy
of the new symmetric type is calculated. Based on the bin
number of the minimum entropy symmetric type, the sym-
metric type is re-centered. The distance from each training
type to the centered symmetric type is calculated. Based on
the location of the training type closest to the re-centered
symmetric type, a value for the offset of the re-centered
symmetric type is determined. Using this offset, a penalty
constant is derived, and this constant dictates the bit preci-
sion to be used for embedding information into the current
data frame. In this way, if the penalty value calculated at
the encoder is substantial, less bits are embedded into the
current codeword frame. If the penalty term is small, more
bits (i.e. up to log(M)) can be embedded into the current
frame. Using such a scheme allows the precision module
to be adaptive. This process is also reproducible at the
decoder using the received (i.e. embedded) data frame.
Once the precision for the current lower band and up-



Table I: Results for embedding data into lower and upper bands of G.722 bitstream at 48, 56, and 64 Kbps. At 48, 56, and
64 Kbps, the lower band is coded using 4, 5, and 6 bits/sample. At 48, 56, and 64 Kbps, the upper band is coded using
2 bits/sample. Simulation results are averaged over 10 iterations per sequence using random binary secondary sources in

both the lower and upper bands.

Speech Lower Band Simulations Upper Band Simulations
Sequence Bit Errors / Embedded Bits Bit Errors / Embedded Bits
(M)ale 48 kbps 56 kbps 64 kbps 48/56/64 kbps
(F)emale 240 bps 315 bps 400 bps 530 bps 560 bps 740 bps 200 bps 300 bps 500 bps
01 (M) 0/640 0/825 1/1051 2/1471 2/1473 3/1961 0/531 1/785 18/1320
02 (M) 2/720 1/998 1/1252 3/1650 2/1750 5/2309 0/624 3/925 9/1560
03 (M) 0/673 1/919 0/1132 1/1515 1/1601 0/2052 0/570 2/845 27/1425
04 (M) 0/555 0/712 0/914 0/1203 0/1251 0/1611 0/456 1/675 17/1140
05 (M) 0/543 0/699 0/898 0/1200 0/1242 0/1633 0/453 0/670 9/1125
06 (F) 0/561 0/1073 0/1352 1/1775 1/1971 2/2479 0/678 7/1005 61/1695
07 (F) 0/541 0/705 1/900 0/1181 0/1211 0/1660 1/450 4/665 35/1125
08 (F) 1/697 2/894 1/1140 1/1513 0/1571 1/2118 1/570 9/845 58/1425
09 (F) 1/711 4/951 2/1211 5/1597 3/1697 11/2223 1/603 5/895 36/1500
10 (F) 1/601 3/793 3/1001 7/1297 6/1421 14/1895 4/507 3/750 46/1260
| Totals ‘ 5/6242 ‘ 11/8569 I 9/10857 | 20/14402 I 15/15188 ‘ 36,/19941 | 7/5442 ‘ 35/8060 ‘ 316/13575 ‘
| % Error ‘ 0.08 ‘ 0.13 | 0.08 | 0.14 | 0.10 ‘ 0.18 | 0.13 ‘ 0.43 ‘ 2.33 ‘

per band frames is determined, the actual data-embedding
step can occur. After obtaining the bits to be embedded
from the secondary source module, the secondary bit se-
quences are formed into symbols. Based on these symbols
and the locations of the current frame’s types (i.e. both
lower and upper bands), the data frames are modulated in
a way corresponding to the embedded data symbols. Mod-
ulation in the frame domain corresponds to modulation
in the type domain. The modulation is performed based
on one of log(M) gridded patterns which corresponds to
the embedded precision chosen for each of the current data
frames. Note this procedure occurs independently for both
the lower and upper data frames. After embedding the sec-
ondary symbols, the framed sequences are multiplexed and
transmitted over the channel to the decoder. In our simu-
lations the media over which we transmit the encoded data
frames is assumed to be error free.

The decoder can be seen in Fig. 1 (b). Similar to
the encoder, the decoder buffers the lower band and up-
per band frames and uses the minimum entropy approach
discussed previously to adaptively determine the number
of bits embedded within the current frame. The decoder
uses only the received data frame to determine the embed-
ded bit precision. Because the procedure used to deter-
mine the embedded bit precision is shift (i.e. modulation)
tolerant, the decoder comes to the same conclusion as the
encoder. Up to the decision regarding the embedded bit
precision, the decoder is exactly like the encoder. The dif-
ference between the two lie in the data extraction proce-
dure. Using the embedded precisions surmised from the
encoded frames and knowledge of the grid system in place
for all possible embedded bit precisions, the data extrac-
tion module performs a hypothesis testing process utilizing
equations (5) and (6) to determine the embedded symbol

contained within the current data frame. With knowledge
of the embedded symbol and the embedded bit precision,
the decoder demodulates the received data frame to recover
the contents of the mapped data frame. An example of the
encoding/decoding process is summarized in Fig. 4. With
the embedded symbol and mapped data frame secure, the
decoder reverse maps the lower and upper codeword frames
and buffers each until enough samples are present to send
through the G.722 decoder.
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Fig. 4: Example encoding/decoding procedure (i.e. frame
and type domains) for one lower band frame using 6 bits
per sample, (i.e. G.722 in 64 kbps mode), a framesize of 50
samples, 3 embedded bits, and an embedding symbol of 6.
[a], [b], [d], and [e] represent the encoding process. [b], [c],

[e], [f], and [g] represent the decoding process.



4. SIMULATIONS AND RESULTS

Numerous results from our wideband speech processing
trials are presented in Table I. Table I is split into two inde-
pendent portions, lower band simulations and upper band
simulations. This is done to demonstrate the independence
of the embedding process between the two bands. In the
lower band simulations, two embedded bitrates are exam-
ined within the confines of each operational mode of G.722
(i.e. 48, 56, and 64 kbps output). For each input sequence
(i.e. 1-10), the average number of embedded bit errors in-
curred and the average number of bits embedded during 10
trials over that sequence are shown. From this information,
the average embedded bit error rate is calculated and dis-
played in terms of percent error for each output bitrate and
corresponding operational mode. In the upper band, three
embedded bitrates are examined. These simulated results
are valid for all of the operational modes of G.722 since
in each mode two bits per sample is used to compress the
upper band.

Because the two bands are addressed independently, one
can get a feel for the embedding capacity of our new data-
embedding procedure by combining any one result from the
lower band simulations with any one result from the upper
band simulations. The tradeoff demonstrated by these re-
sults is that of embedded rate versus error probability in the
embedded bitstream. One can choose the desired combined
embedding rate and have a pre-determined error probabil-
ity or vice versa.

5. CONCLUSIONS

In this paper, we have introduced and experimented
with a new lossy data embedding scheme. We demon-
strate that in speech processing trials, significantly greater
amounts of information can be embedded compared to tra-
ditional steganographic approaches for digital audio. These
increased rates are achieved by not requiring the data to
be both hidden or decoded error free. We stress that this
approach is not only appropriate to the speech processing
trials presented in this paper but is also applicable to many
types of digital data (fixed file size or streaming).
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