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ABSTRACT

Information processing is performed when a system
preserves aspects of the input related to the informa-
tion the input represents while it removes other as-
pects. To describe a system’s information processing
capability, input and output need to be compared in a
way invariant to the what the signals are and the way
they represent information. This comparison should
be general and include scalar and vector signals, nu-
meric or symbolic signals, and mixtures of these. We
describe an approach to quantifying information pro-
cessing based on applying controlled changes to the in-
formation, assessing how much the information-bearing
signal changed, and if the signal serves as the input
to a system, using the same assessment on the out-
put. We calculate information-theoretic distances on
information-bearing signals between these two condi-
tions. We select the kind of distance according to its
ability to characterize how well optimal signal process-
ing systems can extract information from the signal.
By computing the ratio of the output and input dis-
tances, we evaluate the system’s information process-
ing capabilities. Properties of this ratio are used to
derive fundamental information processing properties
of systems and interconnected systems.

1. INTRODUCTION

In 1949, Warren Weaver’s introduction to Shannon’s
information theory [10], stated that while Shannon’s
work was the mathematical theory of communication,
it did not touch the entire realm of information pro-
cessing notions that require analysis. He stratifed com-
munication problems on three levels: technical, seman-
tic, and influential. He casted Shannon’s work as the
engineering or technical side of the problem because
it did not deal with the extraction of meaning. Less
well understood fifty years ago is the concentration of

Shannon’s theory on digital channels: His work ap-
plied to channels used to send information that arose
from digital sources. Many a researcher dealing with
existing communications systems that are not digital
(sensorineural systems, for example) has calculated a
channel capacity when the notion is at best remote and
more than likely useless in quantifying how the infor-
mation is affected. Consequently, some issues remain
on the technical level. ‘Semantic’ problems concern be-
ing able to determine what was the information trans-
mitted by the communication system. Here, it is not
enough to worry about source compression or error cor-
recting codes; the primary semantic concern is deter-
mining the extent to which the receiver understands the
communication. At the ‘influential’ level, we want to
determine how nearly the best actions we taken based
on analyzing the received information. In this paper,
we frame here a theory of information processing that
spans all three levels and complements classic informa-
tion theory.

Signals represent information. When systems act
on their input signal(s) and produce an output, they
perform information processing, enhancing certain as-
pects of their input(s) and supressing others. Systems
that re-represent the input signal without loss, such as
an ideal amplifier or the Fourier transform, preserve
information completely and thus do not perform any
information processing. Many systems, like non-ideal
filters that attempt remove out-of-band noise, affect the
information bearing component of their input(s) while
attempting to produce a “cleaner” output. True in-
formation processing systems extract selected aspects
of their input(s) and re-represent components that re-
main in output signal(s). To develop a measure that
would characterize a system’s information processing
capability, we need to compare input(s) and output(s)
somehow. In linear systems, one uses the transfer func-
tion or cross-correlation. However, in quantifying the
processing or more complex systems, non-linearity and
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non-Gaussian effects cause classical methods to fail at
capturing all a system does.

In earlier work [4, 11], we first described our ap-
proach. We conceptually (or in reality) induce con-
trolled changes in the information represented by a sys-
tem’s input and calculate distances between inputs and
outputs individually. Controlled change is required be-
cause information content cannot be judged solely by
a signal’s appearance or properties. Take the case of
a multiuser channel: one user’s signal is another’s in-
terference. By considering information-related changes
in the signal, we are essentially specifying what signal
components or aspects convey information. By measur-
ing how different the two signals are, we can quantify
how well the information is represented. By comparing
input and output differences, we can quantify how well
a system processes relevant information.

2. QUANTIFYING INFORMATION
PROCESSING

We represent information by the quantity 6. Informa-
tion in simple cases could be a collection of parameters,
and @ would be a parameter vector. More generally, we
do not need to restrict 8 to be a collection; it could just
symbolically represent information. Let X represent a
system’s input and Y its output. The independent
variable is suppressed and these signals could be vec-
tors of real or symbolic values. According to the data
processing theorem [2],if @ - X — Y (if 8, X,and Y
form Markov chain), then I1(6;X) > I(0;Y), where
I(-;-) represents mutual information. The Markov
chain assumption means that @ encapsulates all the in-
formation represented by the signal vector X and that
this vector represents all information-bearing inputs to
some system that has Y as its output signal vector. To
recast the data processing theorem into a more relevant
form, let X(0), X(61) represent input signals having
different information content with Y (8¢), Y (01) rep-
resenting the corresponding outputs. Many distance
measures d(-,-),which satisfy a data processing theo-
rem in the following sense, are said to be information-
theoretic.

d(X(60),X(61)) > d(Y(8o), Y(61))

All distances in the Ali-Silvey class [1] have this prop-
erty by construction. Distances in this class have the
form d(X(0),X(01)) = f(Eo[c(A(X))]) where A(X)
represents the likelihood ratio of the probability distri-
butions that statistically characterize the inputs, c(-) is
convex, & is expected value with respect to the distri-
bution describing X(6o) and f(-) is a non-decreasing

October 15-18, 2000

function. Some distance measures not in the Ali-Silvey
class satisfy the data processing theorem as well.

In choosing a distance measure, we do not want
to restrict the kind of signal that represents informa-
tion. We seek distance measures that quantify the dif-
ference between information-induced changes in a sig-
nal’s structure. A measure like mean-squared error will
not suffice because it depends on the signal being real-
valued, and many signals are not (point processes and
symbolic signals [8], for example). Instead of select-
ing a measure that is a direct function of the signal,
we use measures that are functions of the signal’s joint
probability law. Examples of such measures are those
in the Ali-Silvey class. In this way, we can assess how
different two signals are regardless of their structure so
long as they are stochastic.

Among possible distance measures that depend on
the probability law, viable ones must satisfy the data
processing theorem. In addition, we need the distance
measure to express the performance capabilities of in-
formation processing systems, which fall into two broad
categories: classification and estimation systems. In es-
timation, one fundamental bound on the mean-squared
estimation error is the Cramér-Rao bound, which de-
pends on the inverse of the Fisher information matrix
F(0). Many distance measures have the property that
when the information parameter vector is real-valued,

d(X(00),X(0y + 80)) ~ K - 56'Fx (0,560

for sufficiently small perturbations 6. Here K is a con-
stant that depends only the distance measure. This
property is known as the locally Gaussian property:
When 6 is the mean of a Gaussian distribution, this
result applies regardless of the perturbation size. For a
given small perturbation, large distance means a large
Fisher information, which in turn means a small esti-
mation error is possible. Many distance measures have
this property. Fewer distance measures relate to the
performance of optimal classification systems. One re-
sult known as Stein’s Lemma states that a Neyman-
Pearson detector’s performance (probability of a type
I or type II error) decays exponentially in the distance
between the two signals [7].

Prlerror| ~ 9—d(X(60),X(61))

Thus, a large distance means a more rapid exponen-
tial decrease in the error probability. The perturba-
tional result implies that all binary detection problems
wherein two hypotheses differ by a small amount have
a Gaussian-like performance character. Note that the
optimal detector must be used and that it may not be
locally Gaussian.
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One distance measure known to satisfy Stein’s
Lemma and have the locally Gaussian property is a par-
ticular Ali-Silvey distance, the Kullback-Leibler (KL)
distance [9].

pX(Go) (X)

dx
px(6.) (X)

i (X(80), X(62)) = [ pxa () Lo
By computing the KL distance, we can infer how eas-
ily two signals differing in information content can be
discriminated and how well information parameters can
be estimated. This quantity is not necessarily symmet-
ric in its arguments, which means that is cannot serve
as a distance in the strict sense. Be that as it may,
constructs that create a geometric framework for clas-
sification problems indicate that no distance measure
can exist on the manifold of probability measures [3].
Consequently, using a distance measure that cannot be
formally used as a metric (in a Hilbert space setting,
for example) makes sense, but does restrict the math-
ematical structure that can be used in our theory of
information processing.

To quantify how systems process information, we
explore the quantity -, the information transfer ratio,
defined as the ratio of the distance between the two
output distributions and the distance between the cor-
responding input distributions.

d(Y (6), Y (01))

%Y (0o, 01) = d(X(60), X(61))

This ratio is always less than or equal to one, with
one meaning perfect reproduction of the information
expressed by the input in the output and with zero
meaning none of the information is represented in the
output. The special case wherein the information pa-
rameter is perturbed (81 = 0 + §6) yields interesting
results. When the distance measure is in the Ali-Silvey
class, we can explicitly write the information transfer
ratio.

fle(1)) + 3 f/(e(1))c"(1)66'Fy (6)66

P T D) + 37 (o) (1)50'Fx (6)36
With the reasonable assumption that
d(X(09),X(0p)) = 0 (which corresponds to the

intuition that the distance between same distributions
is zero, and holds for the Kullback-Leibler distance
and many other distance measures), it follows that
f(e(1)) =0 and this expression simplifies to

50'Fy (0)56

XY 50'Fx(6)86

We refer to this result as the local invariance prop-
erty: The information transfer ratio for perturbational
changes is invariant to the choice of distance measure.
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Using the information transfer ratio, we can quan-
tify how various system organizations can affect infor-
mation processing. We emphasize that these results
make few assumptions about the systems —they can be
linear or nonlinear —and about the signals they process
and produce.

Systems in cascade

If two systems are in cascade, with the first system’s
output serving as the second system’s input, the overall
information transfer ratio is the product of the compo-
nent ratios. Specifically, if @ - X — Y — Z form
a Markov chain, vx,z = 7x, v - 7v,z- Because infor-
mation transfer ratios cannot exceed one, this result
means that once a system reduces - for some infor-
mation change, that loss of information representation
capability cannot be recovered.

Multi-input systems

When the input consists of several statistically inde-
pendent components, the overall information transfer
ratio is related to individual transfer ratios by an ex-
pression identical to the parallel resistor formula.

1 :Z 1

vx,v (0o, 61) - vx: v (00,01)

One consequence of this result is that the overall in-
formation transfer ratio is bounded by the smallest
component ratios: yx y(0o,61) < min; yx, v (0o, 61).
Thus, inefficient use of one input by a multi-input sys-
tem dominates the overall system’s information pro-
cessing capability. Note, however, that each of these
component s can exceed one because the Markov chain
assumption of the data processing theorem does not
hold for them. The Markov chain assumption is pre-
sumed to hold for the overall information transfer ratio
(all inputs are contained in the vector X).

Multi-output systems

Let a system have one input and two outputs: Y =
(Y1,Y2). The overall information transfer ratio is re-
lated to the component ratios as

¥x,{v1,v2} (00, 01) = vx,v1 (00, 01) + 7%, v2 |1 (B0, 01),

where the second term uses the distance between the
output’s second component conditioned on first. Thus,
a distributed representation of information can help
(increase the information transfer ratio) provided that
the additional outputs convey additional information.
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Parallel systems

Generalizing the previous example, consider N out-
puts that are conditionally independent given the in-
put. This assumption amounts to assuming that X
serves as the input to IV parallel systems. We want to
explore how the information transfer ratio changes as
the number of systems increases. We calculated the
information transfer ratio for two special cases. In
the first, the input is exponentially distributed and
each output has conditional mass function given as

py;|x(n) =a"e */nl.
61 6. +N 60+ N
n 0o + 61 h’l 6.1+N

2% 60—01
In o T g,

7x,v(60,601) =

It is not hard to show that when N — oo,
7x,v(600,01) — 1 and that the differential increase in
7, defined to be v(N + 1) — v(N), is proportional to
1/N2. A similar result holds when we consider a system
with a Gaussian input (X ~ A (m, 0?)), and the output
repeats the input with first-order Gauss-Markov noise
added (Y = X1+ Z where Z ~ N(0,Ky)). Again,
asymptotically the differential gain is 1/N2.

We conjecture that this result applies widely when
the parallel systems have identical statistical input-
output relations (in other words, they share the same
conditional probability py, x). We can show that as
more systems are added, the information transfer ra-
tio increases so long as the additional system is not
functionally equivalent to the others. This condition
generalizes the previous result describing the process-
ing efficacy of adding a second output to create a multi-
output system. If the differential increase in -y is indeed
proportional to 1/N?2, adding more systems quickly
reaches a point of diminishing returns. From another
perspective, a parallel structure of information process-
ing by noisy systems can overcome component system
noisiness and achieve a nearly perfectly effective in-
formation representation (an information transfer ratio
close to one) with relatively few systems.

3. RELATIONS TO CLASSIC
INFORMATION THEORY

We have found some interesting differences between
calculations for channel capacity and maximizing the
information transfer ratio with respect to the input’s
probability distribution. While the capacity-achieving
input probability does not have much meaning for com-
munications systems, the one that maximizes - does.
This distribution maximizes the system’s ability to rep-
resent information in its output.
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Consider a binary channel that is not necessar-
ily symmetric. We maximized the information trans-
fer ratio with respect to the input a priori probabil-
ities, searching in particular for the input parameter
p whose differential change will yield largest informa-
tion transfer ratio. Letting €1, €2 denote the cross-over
probabilities, Echgz capacity-achieving input probability

2H €1
1ISp= 9 H(e1) T 9H(ez)
binary-valued random variable. The resulting capacity
is

where H(-) denotes entropy of a

C = 10g2(2*H(51) + 2*H(€2)) .

Using our approach, let 6y correspond to p and 6; =
p+0p. Maximizing yx v (p+9dp, p) occurs at a different
value of input probability:

_ 1 2 \/ 2 2
P Eara (e1 — €1 (e1 —€7)(e2 —€3))
with the maximum information transfer equaling
(€ —e+V)eE—ea+V)
€2€1 — €3 + V)(6261 — €1 + V) ’

VXY =
(

where V' = /e1(e1 — 1)e2(e2 — 1). The two ways of
determining the optimal p can yield quite different re-
sults. Because capacity and information transfer ratio
are very different quantities (y is a normalized quantity
and capacity is not), comparing their values for a given
system doesn’t seem fruitful. We point out that ca-
pacity cannot, in general, be normalized (capacity has
no theoretical upper bound for continuous-amplitude
signals).

4. CONCLUSIONS

We have seen in numerous examples that the informa-
tion transfer ratio behaves well and that it gives mean-
ingful answers. Several results presented here do not
strongly depend on which distance measure is used to
compute the ratio. What is critical is that the distance
measure be computed from probability distributions, as
do Ali-Silvey distances. By using such distance mea-
sures, the distance calculation does not rely on any
assumption about the kind of signal that represents
the information. Analog signals, discrete-time signals,
point processes and symbolic sequences can all be dealt
with on the same footing.

The approach of using information change to probe
a system’s processing represents an important concept.
Without change, static measures such as mutual infor-
mation and entropy could be used. However, such mea-
sures consider a signal as an indivisible quantity, and do
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not directly measure what is information-bearing and
what is not. For us, the information source must reveal
itself by changing information content. Because infor-
mation can have a complex structure, different changes
can reveal differing information representation effica-
cies and information processing capabilities. For ex-
ample, in sensory systems like the visual system, one
pervasive information processing strategy is extraction
of features from the input signal. Some visual system
components extract edge information while others ex-
tract color information. We employ distance measures
that reflect the data processing theorem and apply
them separately to the input and output. By study-
ing how various information changes affect the infor-
mation transfer ratio, we can quantify the processing
capabilites of these subsystems.

One can envisage an information processing system
as an information filter, wherein certain information
changes about some operating point have larger gains
(information transfer ratios) than others. For exam-
ple, changing the edge gradient may have little effect
on a color-sensitive system’s output and yield a small
v; color changes would yield a larger . The result-
ing surface defined over parameter perturbations can
be likened to a transfer function, relating information
fidelity rather than sinusoidal signal amplitude. Such
transfer functions measure how a system processes in-
formation and allows comparison of information loss
with theoretical upper limits (the data processing the-
orem).

Our analysis of various system architectures indi-
cates that information can be easily degraded as a suc-
cession of systems process it and the representation
changes from one form to another. Once a loss occurs,
it can never be regained unless earlier information-
bearing signals can serve as inputs to later stages. Un-
derlying our use of the KL distance is its relation to the
performance of optimal processing systems. Obtaining
a small information transfer ratio can mean ineffective
processing. However, we have results that show that
in some cases the maximal value of 7 can be much less
than one. In our study of neural systems [6], for exam-
ple, we measured very small transfer ratios (=~ 1073),
but analysis showed that ratios could not be much big-
ger for an ideal system performing a similar information
transformation. Here, the input is an analog signal and
the output is a neural spike train, which is accurately
modeled as a point process. When we imposed output
rate restrictions on our analytic model similar to those
we measured, the small value for  resulted. If this
restriction is relaxed, larger values for the information
transfer ratio can be obtained.

The digital channel example indicates that the in-
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formation transfer ratio and channel capacity measure
different aspects of an information system’s behavior.
Capacity measures the maximum datarate that can
sustain reliable communication through some channel.
The information transfer ratio quantifies a system’s in-
formation processing capability, which measures how
well it extracts some information-bearing aspects and
supresses others. The example shows that maximizing
information transfer does not occur at the same input
distribution that yields capacity. We are working to
understand this dichotomy. Because of the local in-
variance property (the information transfer ratio does
not vary with Ali-Silvey distance measure), we do know
that the optimal transfer ratio and the optimizing in-
put distribution do not depend on choice of distance
measure.

The major drawback in our approach is that calcu-
lating KL distances analytically can be difficult, even
impossible. However, we have a complete empirical
theory [5] that frames how to estimate KL distances
from data. Consequently, we can measure information
transfer ratios for real systems and compare them with
theoretical predictions made from analysis or simula-
tion.

From a broader perspective, our information pro-
cessing theory goes beyond Shannon’s classic results.
The entropy limit on source coding and the notion of
channel capacity are catholic: They formulate how to
efficiently represent and reliably communicate discrete-
symbol streams and place no restriction on whether
the stream expresses information or not. More pene-
trating theories must be concerned with what digital
and more general streams represent and how classes of
systems more general than channels affect what they
represent. QOur theory tries to address Weaver’s vi-
sion of a broader theory that concerns information con-
tent. By requiring the information to be changed, we
effectively probe the signal’s semantic content. By us-
ing information-theoretic distance measures that reflect
optimal-processing performance, we can quantify the
effectiveness of any signal’s information-bearing capa-
bility. If information processing systems do result in
behaviors, these behaviors result in signals of some sort.
If so, systems that take in signals, analyze them, and
produce behaviors are just like any other system, and
we can use our framework to quantify how well the orig-
inal information influences decisions and consequent
actions. In this way, we address Weaver’s desire for
“influential” analysis. Consequently, it appears that
one formalism can address the last two components of
Weaver’s communication system analysis program.
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