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Abstract

A novel strategy for error concedment of digital images is proposed in this paper, which is implemented by
adopting the data hiding technique. Different from all the existing data hiding algorithms, the hidden data in ou
strategy is extraded from the host data, and then is embedded bad into the host itself. Such a host signal with
redundancy is proved to be robust when transmitted in the eror-prone network environment, and the restored hidden
data & the deader can help improve the performance of error concedment of the lost data. Therefore, our new
strategy has advanced a new way for solving the problem of error concedment. Meanwhile, it proposes a new
application for the data hiding techndogies, whose successhave been mainly achieved when applied to copyright
protedion a image authentication. Furthermore, an algorithm as an example is developed based onthe functionality
of our new strategy, which could demonstrate its flexibil ity and efficiency.
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I. Outline of the Novel Strategy

It is well known that digital media (including dgital image, video, audio and so on) could experience large
changes withou causing ndiceale perceptua difference which makes lossy compresson pasble. Carefully
designed lossy compression algorithms could get rid of much redundant data from digital media while maintaining
good perceptual effed, just because the ultimate accetors are human beings perceptua organs that are not so
perfed. Based on the similar motivation comes out a new technique cdled “data hiding’. Data hiding aims at
embedding a semndary data (referred to as sgnature) into an original digital media (referred to as host) with no
visible distortions. Usually, a data hiding algorithm shoud satisfy bath the two requirements of robustness and
imperceptibility. In another word, the signature hidden in the hast could na be perceptually observed and nd so
easily be got rid of. The key comporent to design the dgorithm is how to manage the trade-off between every two
sides of the threefadors: imperceptibility of signature, robustnessagainst distortion and nase introduced by signal
processng a attads, and the quantity of hidden data that can be embedded into the host.

There exist severa methods to classfy al the existing data hiding techniques. First, acording to what kind o
signature is embedded, they can be divided into two classes: robust data hiding and fragil e data hiding. Algorithms
of the former class $ioud be robust enough to various kinds of signal deformations such as loss/ compresson, and
to al kinds of malicious attadks such as multi-watermarking as well. While for thase dgorithms of the latter one,
they shoud show fragility in some spedfic situation in order to indicae whether the integrity of the original signal
has been destroyed. Seandy, there ae two kinds of data hiding algorithms acwrding to whether the signature is
embedded in the spatial domain o in the frequency domain of the host. Thirdly, with resped to the strategy adopted
for hidden data extradion, there ae two caegories referred to as blind data retrieval and nonblind data retrieval
respedively. Here blindnessmeans that the hidden datais restored in the @sence of the original host without hidden
data embedded.

Grea success of data hiding has been adiieved when it is applied to copyright protedion and image
authentication, where the signature data are usually referred to as robust watermark and fragile watermark



respedively. In contrast to dgital watermarking, dbta hiding has some other applicaions, such as hiding data that
could be exploited as reference information a control information, or even hiding another media signal, such as
implementation d hiding video-in-video @3, Such kind o applicaions, which is usually denated as augmentation
data enbedding, havever, has achieved less siccessthan dgital watermarking daes. The reason can be atributed to
the grea challenges confronted by the techndogies that it is required to implement large quantity data embedding
while maintaining imperceptibility at the same time. Ancther reason may be that such kind d application to just
embed additional informationinto a given signal is not so attradive.

In this paper, a new applicaion for data hiding is proposed. Different from all the eisting dita hiding
techndogies, the scheme here presented does nat embed a secondary media into a given ore, bu tries to embed the
host itself badk to the host instead. In particular, such aschemeis applied to error concedment of digital images, i.e.,
post-processng d images that are transmitted over error prone network.

Numerous methoddogies have been advanced in the literature to ded with the problem of digital image
transmisgon in an error-prone network environment. Recently, complete data losses rather than errors on kits are
more cncerned when transmitting images over a padet-oriented data network 129, For example, in ATM
networks data ae lost badly during the periods of channel congestion. To minimizethe impad of such cases, various
error concedment techniques have been developed. Generally spe&ing, there exist two categories of approaches for
error concedment: those that are adive and those that are passve. In adive mncedment, error resilient coding
techniques are adopted along with retransmisson. While in passve mncedment, the lost data ae restored by post-
processng techniques such as the interpolation-type procedures. Thanks to the redundancies that still exist in the
coded dgital images, it is possble to estimate the missing data from those receved at the decder in an effort to
conced the dfed of channel impairments.

It is obvious that the more information d the missing data is at hand, the more perfed recnstruction d the
missing chta can be achieved by passve concedment. Motivated by such a simple principle, anovel strategy can be
propaosed to implement passve mncedment using cata hiding techniques. A salient new fedure of such a strategy is
that it advances a new applicdion for data hiding, and at the same time, it presents the posshili ty to further improve
the performance of error concealment. The ouitline of such a strategy isill ustrated in Figure 1.
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Figure 1. Outline of the proposed strategy for error concedment of digital images using data hiding



In the scheme illustrated in Figure 1, which will be referred as ECDH (error concealment by data hiding) in the
later part of this paper, with data hiding techniques adopted, some significant feaure information is extraded from a
given image signal and embedded badk into the image itself. Then, as usua, the host image with the hidden data is
coded and transmitted. On deaoding, the enbedded data ae reconstructed and the original host is restored based on
the reconstructed hidden data along with some other post processng methods. Since some information d the lost
data is hidden within the receved padkets, it is likely that error concedment could be conducted more successully
under the help of the hidden data. Aslong as a good Hind data hiding algorithm is designed and the hidden data ae
caefully chasen, it is rational to believe that ECDH halds the potential to further improve the performance of error
concedment of digital images transmitted over error-prone data network.

Il1. Some Discussions on ECDH

1. Robustness Requirementsfor ECDH

Different from digital watermarking, robustnessis not required so strictly in ECDH. Signal deformation imposed
on the hidden data in ECDH mainly comes from lossy compresson, and the malicious attadks need na be so
seriously considered. Thanks to the observation that no matter what coding methodis used, many redundancies 4ill
exist in compressed digital images, it is most likely to embed in an image relatively large amount of data that can
survive deformation caused by lossy compresson. Robustness constraint in ECDH can be further loosened. In
general, adata hiding algorithm shoud satisfy the requirement to be robust under various lossy coding methods. But
in ECDH, sinceit is exploited within a spedfied frame of image encoding, transmisson, and decoding procedure, a
data hiding technique can be adopted which is designed specificdly suitable to a particular image cwding method,
such as a DCT codec or a DWT codec. Therefore, the overall robustness performance of ECDH can be further
improved.

2. Blind Hidden Data Retrieval

Similar to many other applications of data hiding, ECDH needs to conduct data retrieval in the @sence of the
original host image. Therefore, the success of ECDH largely depends on the development of blind data retrieval
tedhniques. Recently, more and more adievements have been puldished to ded with blind cata retrieval. Obviously
it is much more complicated to design Hind retrieval algorithms than to do with those non-blind, espedally when
the hidden data need to be remnstructed rather than just to be identified as in digital watermarking. For signal
identification, what is concerned with most is not what the hidden data are, bu to identify whether there exists ssme
authorized information embedded. To identify the embedded data, a similarity measure is usually cdculated by
exploiting signal correlation techniques. In cortrary, if the hidden data ae to be restored, such as extradion d a
secondvideo o image embedded, blind data reconstruction algorithms need to be designed, usualy by making wse
of signal estimation and grediction techniques 3.

3. Passive Concealment or Active Concealment

In general, ECDH can be regarded as a passve mncedment scheme, for the hidden data ae exploited to help
post-processthe recaved image data. However, it isinteresting to trea it from ancther point of view. After an image
with hidden datais compressed, the ade stream will become more robust than that withou data hidden, sincein any
portion d the data stream, there dways exists osme information o ancther portion d the data. The decoding
processthus will be lessaffeded by padet lossof the data network. Therefore, data hiding may be combined with
image ding and ke treaed as one procedure, which is much similar to an error reslient coding pocess
Accordingly, the scheme ECDH can be regarded as an active concedment for image recnstruction after being
transmitted in an error-prone environment.

4. Advantages and Disadvantages

It has been pdnted ou that ECDH can be referred to as an adive aror concedment method. Compared with any
other adive mncedment schemes, ECDH has some inherent advantages because it adopts the data hiding technique.



For instance, the redundancy information embedded within the host signal is imperceptible, and it does not request
any additiona healing information that is easily lost. More significantly, as $own in Figure 1, since ECDH is
developed under a spedfied coding procedure, it shodd na contradict with the eisting coding algorithm
framework or image transmisgon standards.

However, similar to any other adive schemes for error concedment, ECDH would affed the coding efficiency of
the original host signal to some extent, for it shoud embed additiona information within the host and reed to
maintain the robustnessof the signature & well. At this paint, the ideaof “joint source and channel coding” could be
exploited as areference. By jointly considering the data hiding and the source @ding procedures, the optimal coding
performance can be ahieved under the condtion o data embedding at an ided quality and guantity. On the other
hand, the embedded data might degrade the perceptual performance of the host signal. To solve such kind of
problems, some techniques sich as perceptua analysis neeal to be utili zed.

[11. A Simple Example of ECDH

In this £dion, an example of ECDH isdiscussd in detail. A schematic of the dgorithmis siown in Figure 2. As
illustrated in Figure 2, data hiding is conducted in the block-DCT domain, so that it will spedficdly survive the
JPEG loss/ compresson. Motivated by the methoddogy of data cating and Hind data retrieval introduced in (M2,
we ambed the DC coefficient of eat 8X 8 block into one of its neighboring Hocks using multi-dimensional lattice
coding method. After the image with hidden data is transmitted over lossy padket network, the extraded DC
coefficients are made used of, combined with some paost-processng method such as the dgorithm presented in [14]
that takes advantage of the correlation between transformed blocks, to reaonstruct the lost data. On the other hand,
in order to execute the perceptual analysis o that the hidden data @an be anbedded more dfedively, an adaptive
block classfication method kased onthe so-caled Texture Mask Energy (TME) 7 is devel oped.
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The DC coefficients are chosen as the signature in the above dgorithm based onthe foll owing considerations: (1)
Since data hiding is exeauted in the DCT domain, DC coefficients are eaily obtained; (2) The DC of one block is
the most significant coefficient that represents the overal information and contains the major energy of the block.
The dgorithm here presented is just an example, which mainly aims at demonstrating the feasibility and efficiency
of the ECDH strategy. This algorithm could be naturally generalized so as to suit image cding methods other than
DCT-based codec For example, an algorithm can be advanced where the procedure of data hiding is conducted in
the wavelet domain, so that it may survive the DWT based lossy compresson in the context of JPEG 2000. Further
more, techniques can be eaily developed under the framework of ECDH to be applied to error concedment of other
digital media data such as encoded video streams.

V. Experimental Results
As drown in Figure 3, the dgorithm discussed is applied to the 512 X512 gray-level Lenaimage.
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Figure 3. Data embedding and extradion applied to Lena

To implement error concedment, randam block lossis smulated. For simplicity, 10% of the 64X 64=4096 blocks
of Lenaarelost randamly throughall the experimentsto be cndwcted. Asis presented in [14], an NX N block Z can
be represented as an N? X 1 vedor, say P,, with eat element representing the crrespondng gay value of the block.
At the decoder, those succesSully recaved blocks at the decoder are used to reconstruct the lost or damaged blocks
by exploiting linea interpdation:

P, =Py + Wi Pr +wgPy +w P +wgPy D
where P, isthe vedor of corredly receved values of the block to be reconstructed, with zeros in the pasitions of

those lost pixéls. |3X (X=T, B, L, or R) denctes the vedor containing the complemented set of gray values from
adjacent block X. By minimizing the squared dfference between pixels aaosshblock boundaries, referred to as the
total squared edge aror £2, the optimal weights can be cdculated, and the lost block can be reconstructed in a way
to satisfy the smoath conredion with its four neighbas. In ou scheme, after the DC coefficient of one lost block is

extraded, it can be exploited to reconstruct the lost data in two ways. The first is that the lost block is smply
reconstructed by just exeauting the reverse DCT with the extraded DC and all other AC coefficients zero-valued.

Seoond, the reconstructed block by the first way is referred to as the term 52 in Eq.(1), and then the recnstruction
is implemented with the aove discussed algorithm that makes use of linea interpaation. Compared with the cae
that 52 hasto be set to zero if no Hdden data @an be exploited, the reconstruction performance shoud be improved

definitely. The experimental results of above two methods are listed in the 2™ and 39 columns of Table 1. The peak
signal-to-naise ratio (PSNR) is exploited to evaluate the objedive visual quality of a processd image cmmpared
with the original image, which is cdculated as foll ows:

255

PS\R =10lo 2
J10 M<E ¥

where M SE denotes the mean squared error.



For further comparison, ancther two groups of experiments are cndicted. The third experiment adopts data
hiding bu does not make use of the extraded DC coefficients at the decoder for the aror concealment by linea

interpalation, whil e the fourth never considers the data hiding procedure. Therefore, the 52 sin Eq.(1) for these two

groups of experiments are both zero-valued. The experimental results are also listed in Table 1, as $own in the 4"
column and the 5" column respedively. Sincethe visual quality of the hast image shoud be dfeded by data hiding,
the performance in the 5" column is definitely better than that in the 4" column. However, with JPEG lossy
compresson exeauted, the performance degradation caused by data hiding is nat so obvious and can even beignared,
asis presented in Table 1. It can also be observed from Table 1 that by adopting data hiding (as wown in the 3
column), the performance of image reconstruction could gain 03dB or so excealing that in the 5" column in which
the data hiding are never exeauted. Even by just restoring the lost block with IDCT based onthe DC values (as
shown in the 2" column), the performance of recnstruction is also goal enough. Furthermore, compared with
linea interpalation, reconstruction by simple IDCT has much lesscd culation complexity.

Table 1. Comparison of visual quality of reconstructed images obtained by diff erent procedures
(PSNRindB, a = 3.6, with 10% blocks randomly lost)

PEG G ) Data Hiding for Error Concedment E Ament
QS ;Ir:[t)resson Reoonstruction by Reconstruction with DC | Reongtruction without Wirtrr? rrgo Qe(\:tg h?c]ﬂeg
y conducting the IDCT regarded as P, exploiting the DC 9
90% 3252 3328 32.94 3297
85% 32.36 33.09 3276 3278
80% 32.23 3291 32.62 32.64
75% 3211 32.79 32.50 3251
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